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REMARKS 

This Application has been carefully reviewed in light of the final Office Action 
mailed March 14, 2005. Claims 1-3, 5, 7-29, 33-46, 48, 49, 53-57, 59, 62-67, and 70-78 were 
pending in this patent application. The Examiner rejects Claims 1-3, 5, 7-29, 33-46, 48, 49, 
53-57, 59, 62-67, and 70-78. Applicant respectfully requests reconsideration and favorable 
action in this case. 

Interview Summary 

Applicant appreciates the courtesy of a telephone interview allowed with the 
Examiner on June 14, 2005. During the interview, the Applicant's attorney and the Examiner 
discussed the patentability of the independent claims in light of the present rejection. During 
that interview, the Examiner expressed to the Applicant's attorney the similarities he believed 
to exist between the digital signature claimed in the independent claims of the present 
invention and the encryption technique disclosed in Challener. As is discussed below, 
Applicant has provided a declaration describing the differences between these two concepts 
and thus explaining why the present claims are allowable over the cited references. 

The Claims As Amended Are Allowable 

The Examiner rejects Claims 1, 5, 8-11, 14-16, 18-25, 26-27, 34-37, 40-46, 48, 49, 
53, 56-57, 59, 62, 65, 66, 71, and 74-78 under U.S.C. § 103(a) as being unpatentable over 
U.S. Patent No. 6,081,793 issued to Challener, et al. ("Challener") in view of the publication 
"The Caltech/MIT Voting Technology Project," hereinafter ("FTP"). 

Claim 1 of the present application, as amended, recites the following: 
An advanced voting system, comprising: 

an election key generator operable to generate an election key storing 
information related to a voter and storing a digital signature used to ensure that 
the election key is valid and authentic; 

one or more computing devices operable to: 
interface with the election key; 

retrieve the digital signature from the election key to ensure 
that the election key is valid and authentic; 

present ballot questions to the voter if an appropriate digital 
signature is retrieved from the election key; and 

receive interactive voter selections from the voter; and 
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a ballot generator operable to generate tangible ballots containing the 
voter selections. 

Claims 27, 48, and 49, as amended, recite similar, although not identical, limitations. 

Neither Challener nor VTP disclose a system that includes an election key generator 
that is operable to store, on an election key, a digital signature used to ensure that the 
election key is valid and authentic. These references also do not disclose one or more 
computing devices that are operable to present ballot questions to the voter if an appropriate 
digital signature is retrieved from the election key, as recited in amended Claim 1, and 
similarly in amended Claims 27, 48, and 49. 

In order to establish a prima facie case of obviousness, three criteria must be met. 
First, there must be some suggestion or motivation, either in the references themselves or in 
the knowledge generally available to one of ordinary skill in the art, to modify the reference 
or to combine reference teachings. Second, there must be a reasonable expectation of 
success. Finally, the prior art reference, or the combination of references, must teach or 
suggest all of the claim limitations. See M.P.E.P. § 2142. 

Under this standard for determining obviousness, Claims 1, 27, and 48-49 are 
patentable over the art of record because none of the references alone or in combination 
disclose, teach, or suggest each and every element of the above-identified claims. In the 
Office Action, the Examiner asserts that Challener discloses the recited limitations at Column 
7, line 35 through Column 8, line 10. As noted by the Examiner this passage relates to the 
use of encryption to send information securely. However, this is not a disclosure of the 
recited limitations of Claims 1, 27, 48, and 49 for at least two reasons. 

First, the encryption technique described in Challener is not a digital signature. As an 
example only, and not by way of limitation, the present Application describes the use of 
digital signatures as follows: 

The election key 20 may be encoded with a digital signature 22 of a specific 
election judge. A digital signature is an electronic signature that can be used 
to authenticate the identity of the sender of a message or the signer of the 
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document. A digital signature is used to ensure that the original content of the 
message or document that has been sent is unchanged. Digital signature 22 
may be specific to the particular precinct at which the voter is authorized to 
vote and may be stored in data storage location 16. Election key 20 may be a 
bar coded card, a magnetic stripe card, an optical disc (such as a CD-RW or 
CD-ROM), a magnetic disc (such as a floppy disk), or any other suitable data 
storage medium operable to be encoded with digital signature 22 and/or any 
other appropriate information allowing a voter to vote at a voting booth 24. 
The digital signature 22 encoded on election key 20 may be decoded by the 
computing device 12 on which the voter makes his voting selections to ensure 
that the voter does not substitute a different ballot from the one the voter is 
authorized to use. 

(Page 8, line 27 - Page 9, line 8). 

As is described in the Application, the use of a digital signature is not similar to the use of 
encryption in Challener. Applicant has provided a declaration to further explain the 
differences between encryption and a digital signature. Applicant directs the Examiner to 
that declaration for further explanation. 

Second, the system disclosed in Challener does not use the disclosed encryption 
technique to store any information that is retrieved from an election key by a computing 
device to ensure that the election key is valid and authentic and the Challener system also 
does not present ballot questions to the voter based on whether an appropriate digital 
signature is retrieved from the election key. 

Furthermore, although not described in the Office Action, the Examiner also asserted 
during the telephone interview that VTP also discloses the use of a digital signature on an 
election key at page 61, column 1, paragraph 5. However, VTP discloses that the completed 
ballot, not the election key, contains a digital signature. Therefore, it does not disclose "one 
or more computing devices operable to: interface with the election key; retrieve the digital 
signature from the election key to ensure that the election key is valid and authentic; [and] 
present ballot questions to the voter if an appropriate digital signature is retrieved from the 
election key." Since the digital signature is not added until the ballot is completed, it cannot 
be used to ensure that an election key is valid and authentic before presenting ballot questions 
to the voter. 
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For at least these reasons and the reasons provided in Applicant's declaration, Claims 
1, 27, and 48-49, as amended, are allowable over the cited references. Therefore, Applicant 
respectfully requests reconsideration and allowance of Claims 1, 27, and 48-49 and all claims 
that depend from those claims. 
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CONCLUSION 



Applicant has made an earnest attempt to place this case in condition for allowance. 
For the foregoing reasons, and for other reasons clearly apparent, Applicant respectfully 
requests full allowance of all pending claims. 

If the Examiner feels that a telephone conference would advance prosecution of this 
Application in any manner, the Examiner is invited to contact Brian W. Oaks, Attorney for 
Applicant, at the Examiner's convenience at (214) 953-6986. 

Enclosed are checks in the amount of $395.00 for filing the Request for Continued 
Examination, and $510.00 for a three-month extension of time. The Commissioner is hereby 
authorized to charge any fee and credit any overpayment to Deposit Account No. 02-0384 of 
Baker Botts L.L.P. 



Respectfully submitted, 



BAKER BOTTS L.L.P. 




Attorneys for Applicant 



Date: September 13, 2005 



Correspondence Address: 



Customer Number: 



05073 
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DECLARATION OF SANFORD J. MORGANSTEIN UNDER 37 C.F.R. $1.132 
I, Sanford J. Morganstein, declare as follows: 

1. I am over the age of 21 years, of sound mind, and competent in all respects to 
make this declaration. 

2. I have been informed of the examiner's comments with respect to the Challener 
reference and its purported disclosure of a digital signature as recited in the claims of the above- 
referenced application. Specifically, I understand that the examiner is equating the public 
key/private key encryption process described at Column 3, line 29 through Column 4, line 15 of 
the Challener reference with the claimed digital signature. As described below, I believe 
equating the use of Public key/Private key encryption with the use of a digital signature is 
incorrect. 
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3. In general, encryption is used to prevent reading a secret document by an 
unauthorized person. On the other hand, signing (including digital signing) is used to assure 
authenticity of the creator of the document. These distinctions have their counterparts in 
everyday activities. Consider for example a bank check. When a check is set in the mail, it is 
placed in a sealed envelope so that an unauthorized person cannot read its contents. Quite a 
different function is performed by the check maker's signature. The signature identifies the 
maker and has nothing to do with obscuring the contents of the check. 

4. These points are mode clear in the glossary in to the book, "the Code Book" by 
Simon Singh, Ph. D.; published by Anchor Books, 1999 (excerpts attached as Appendix A). Dr. 
Singh defines "Cryptology" as "the science of secret writing in all it forms, covering both 
cryptography and cryptanalysis" (emphasis added). 1 Dr. Singh defines "Digital Signature" as "a 
method for proving the authorship of an electronic document" (emphasis added). He goes on to 
state that a digital signature often "is generated by the author encrypting the document with his 
or her private key." Thus, encryption (concealing a message) and digital signing (proving 
authenticity) may use similar tools based on the science of cryptography for very different 
purposes. 

5. Public and private keys are modern tools used for the functions of concealment 
and authenticity verification. But, encryption and digital signing can be performed without 
Public/Private key technology. The following is an example of encryption that does not use 
public/private key technology. Consider the following simple message to be sent to an ally when 
it is important that an unauthorized person not understand the message: 

ATTACK FROM EAST AT DAWN 

Before sending the message, the author changes each letter in the message shown in the top line 
of the table, below, with the letter shown in the second row. 



1 Dr. Singh defines "Cryptanalysis" as "the science of deducing the plaintext from a ciphertext, without knowledge 
of the key." 
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ABCD E FGHIJ KLMNOPQRSTUVWXYZ 
BCDE FGHIJKLMNOPQRSTUVWXYZA 

Using this simple encryption method in which each letter is replaced by a different letter of the 
alphabet (a simple substitution cipher), the message becomes: 

BUUBDL GSPN FBTU BU EBXO 

Unless the recipient of the message knew that each letter of the original message was substituted 
according to the table shown above, it would be extremely difficult for the recipient to 
understand the message. If all members of an allied group used the same key, all members of 
that allied group could encrypt a message the same way without authenticating the identity of the 
sender. All members of the allied group could decipher a message encrypted with the key 
known to them. 

6. The following is an example of creating a digital signature without public/private 
key technology. Consider the following example in which it is not important to conceal the 
contents of the message but it is important to identify the creator of the message: 

MEET ME AT NOON 

The creator of the message can design a key assigning a value to each letter of the alphabet as 
follows (the example is a particularly poor encoding since it is easy to guess, but any number of 
different encodings, or keys, could be used): 

ABCDE FGHIJ KLMNOPQRSTUVWXYZ 
12 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
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The message creator could then add a number to the end of the message which is the sum of the 
key values. With M=13, E= 5, etc., the values of each of the letters of the message is (ignoring 
spaces): 

MEET MEAT NOON 
13 5 5 20 13 5 1 20 14 15 15 14 

Calculating the sum of all the substituted values results in 140. The number (140 in this case) 
serves as a kind of digital signature (sometimes also called a "hash"). Without obscuring the 
contents of the message, the message sender could send the following: 

MEET ME AT NOON 140 

If the recipient of the message knew the substitution values used by the sender, he could 
calculate the same sum, 140, and in matching the 140 sent with the message (the digital 
signature) to the calculated value (140) the recipient could have a reasonable assurance that the 
message had been sent by the ally. Note that this method also assures that the message has not 
been tampered with. If the message had been tampered with, the malicious person who tampered 
with the message would have to know the key, i.e. the substitution values, to come up with a 
number at the end, or digital signature, that the key and calculation produces. 

7. Note that both the first example (used to obscure the contents of a message) and 
the second example (used to authenticate the contents and the sender) use a substitution key to 
perform widely different functions. This difference in function differentiates the present 
invention (used for authentication) from Challener (used for privacy). Public/Private key 
technology could be used to encrypt a message and to create a digital signature. But, regardless 
of the technologies used, the functions are different. Public/Private key technology solves a 
problem tangential to the authenticity issue solved by the present invention. Public/Private key 
technology solves the problem of providing a method for the message author to send private 
messages without worrying about how to send a secret decryption key to the recipient. In 
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Public/Private key technology, two keys are involved, a Public Key (which anyone can know) 
and a Private Key, known only to one of the communicants. 

8. Although both encryption and digital signing can be performed using 
Public/Private key technology, the use of Public/Private key technology does not imply that both 
encryption and digital signing are being performed. In fact, the Challener reference only 
describes that Public/Private key technology is used to provide encryption (see Column 3, line 66 
through Column 4, line 5 - "one or more cryptographic operations are utilized to encrypt data 
flows"). It does not describe using Public/Private key technology to create a digital signature (or 
using any other technique to create a digital signature). 

9. I hereby declare that all statements made herein are of my own knowledge, are 
true, and that all statements made on information and belief are believed to be true; and further, 
that the statements were made with knowledge that willful false statements and the like so made 
are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United 
States Code, and that such willful false statements may jeopardize the validity of the application, 
any patent issuing thereon, or any patent to which this affidavit is directed. 
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